UBND TINH HA TINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO TU PHAP Poc 1ap — Tw do — Hanh phic
S6: 2850 /STP-VP Ha Tinh, ngay06 thang 10 nam 2025

VIV canh bao thu doan cat ghép
hinh anh nhay cam dé de doa, tong tién
trén khong gian mang va yéu cau
tang cuong phong ngra

Kinh gtri: Céc Phong, Trung tam thudc So

Thoi gian gan day, toi pham mang tiép tuc sir dung nhiéu phuong thirc
tinh vi dé Iira déo, cudng doat tai san. Dac biét, da ghi nhan thu doan cit ghép
hinh anh ctia mgt s6 céng chirc, vién chuc, lanh dao cac Sé, nganh trén dia
ban tinh Ha Tinh dé uy hi€p va yéu cau chuyén tién.

Thuyc hién Van ban s6 3358/CAT-PA03 ngay 25/9/2025 ciia Cong an
tinh, Giam doc S¢ Tu phap yéu cau cac phong, Trung tam thudc SO quan triét
nghiém tuc cac ndi dung sau:

1. Nang cao canh giac va chi dgng phong ngira

Pé tranh trd thanh muc tiéu cua toi pham loi dung cong nghé tri tué
nhan tao (Al) dé ghép anh/video nhay cdm, moi c& nhan can tuy¢t doi tuan tha
cac nguyén tac bao mat:

- Tuyét d6i khong cung cap hinh anh, thong tin gidy td ca nhan cho
nhitng ca nhan, t6 chirc khong lién quan.

- Khong tu y truy cap, dang nhap vao cac trang website, duong link Ia.

- Tang cuong bao mat tai khoan mang xa hdi trén khong gian mang.
Khong két ban, cung cap thong tin ca nhan, thong tin dang nhap voi nguoi la
hodc tham gia hoi nhom khong rd muc dich.

2. Hwéng din xir 1y khi tré thanh nan nhan

Trong trudong hop khong may bi cac dbi tuong st dung sim rac nhén tin
uy hi€p, de doa dang tai hinh anh cat ghép 1én mang xa hoi giri dén co quan,
don vi cong tac, can thuc hién ngay cac budc sau:

- Khong hoang mang, lo so va tuyét dbi khong chuyén tién cho déi tuong.

- Thuc hién chin cudc goi, tin nhin tir s6 la trén dién thoai va cac tai
khoan mang x3a hoi (Zalo, Telegram, Facebook...) dé chdn moi duong tuong
tac cua doi1 tuong.

- Néu ddi tuong giri hinh anh/video cho nguoi than, ban bé: Hay giai
thich ri€ng voi ting ngudi rang do 1a san pham bi cat ghép dé tong tién (ké ca
ghép tin nhadn, hoa don chuyén tién, video); D& nghi nguoi than, ban be cung
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chan tai khoan cua doi tuong; Co thé dang mot dong trang thai canh bao cong
khai trén mang xa hoi vé viéc dang bi cat ghép anh, video tong tién.

- Khi phat hién cac dau hiéu, hoat dong loi dung viée cat ghép hinh anh
nhay cam dé de doa, tong tién, can trinh bao ngay co quan Céng an noi gan
nhat dé duogc huéng dan, hd tro.

Yéu cau Thi trudng cac don vi nghiém tic quén triét va trién khai sau
rong van ban nay dén toan thé can bo, cong chtre, vién chuc, nguoi lao dong
dé chu dong phong ngira va dau tranh hiéu qua véi thit doan pham tdi trén
khong gian mang.

Noi nhén: GIAM POC
- Nhu trén;

- Cong an tinh; (Dé biét)
- Lanh dao S¢;

- Luvu: VT, VP.

Nguyén Quéc Tuin
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