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UBND TiNH HA TINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO TU PHAP Péc 1ap - Tu do - Hanh phiic
Sé: 36¢ 2/STP-VP Ha Tinh, ngay 30 thdng 4/ ndm 2025

V/v ting cudng cac bién phap ky thudt,
nang cao y thirc bao mét dé phong chong
ma doc va khic phuc 16 hdng an ninh mang

Kinh gtri: Cac Phong, Trung tdm thudc S&

Thyc hién cac Van ban cua Cong an tinh: s6 3935/CAT-ANM ngay
09/11/2025 vé viéc canh bao ma ddc nguy hlem Valley RAT gié dang tép tin van
ban, s6 3918/CAT-ANM ngay 03/11/2025 Ve viéc thong bao 15 héng bao mat
nghiém trong thang 10/2025, S6 Tu phép yéu cAu cac Phong, Trung tim thudc S&
nghiém tic trién khai cac ndi dung sau:

1. Trién khai khin cip Phong chong M3 doc Valley RAT (Valley RAT)

Céc don vi trién khai ra soat hé thdng va thuc hién nghiém céc bién phap
sau dé dbi pho v6i mé doc Valley RAT, loai ma ddc da giai doan, c6 kha nang
giam sat va kiém soat hé thong:

- Ra so4t toan by may tinh ca nhéan va hé théng dé tim kiém cac tap tin nghi
ngo (vi du: DU THAO NGHI QUYET DPAI HOL. exe, BAO CAO TAI
CHINH2.exe, CONG VAN HOA TOC CUA CHINH PHU.exe, v.v.).

- Khi phét hién su cb (may tinh bi nhlem) phai cach ly mdy tinh bi nhiém
ma ddc ngay lap tirc bang cach ngit két ndi Internet/mang LAN.

- Str dung cac phan mém bao mat c6 kha ning phat hién va diét ma doc
(nhu Windows Defender ban cép nhat mai nhét, Avast ban free, AVG ban free,
Bitdefender ban free) dé ra quét toan b hé thong.

- B0 phéan CNTT khén truong kiém tra, thiét 13p chin truy cap dén dia chi
IP ddc hai: 27.124.9.13 trén thiét bj tuong lira (Firewall) hodc thiét bi chin IP
tuong duong.

- Tuyét 601 khéng m¢ cac tap tin dinh kém c6 dudi .exe hodc cac tép tin
khong ro ngudn gbc, dic biét 1a cac tép tin nhan dugc qua email Itra dao
(phishing).

2. Khic phuc 16 héng bao mit nghiém trong va ning cao nhén thirc vé
an ninh mang

2.1. Céc don vi ra sodt va thuc hién cap nhat, v 13i ngay dbi véi cac 16
héng nghiém trong da dwgc Cong an tinh canh bao, trong do:

- Yéu ciu toan bd cong chirc, vién chirc, ngudi lao dong g0 bo phién ban
7-Zip cii (tr phién ban 21.02 dén trudc phién ban 25.00) va cai dat phién ban moi
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nhét (25.00 tré Ién) tir trang chu nha phat hanh dé khéc phuc 16 héng CVE-2025-
11001 (muc do rat nghiém trong).

- Tuyét d6i khong giai nén céc tép tin khong rd ngudn gbc nhan tir email
hodc cac nguon khong tin cay.

- Ra soat va cai dit cic ban va bao mat moi nhét cua Microsoft thong qua

dich vu Windows Update dé khic phuc 16 hdng leo thang dic quyén CVE-2025-
59230 (Windows Remote Access Connection Manager).

- Thuc hién sao luu dit liéu quan trong cua hé thng va nguoi dung mot
cach dinh ky, dam béao huu trit cac ban sao luu tach biét vi hé théng chinh (offline)
dé c6 thé khéi phuc khi xay ra su cb.

- Tang cuong giam sat, theo doi nhat ky (log) hé théng dé sém phat hién
c4c d4u hiéu tAn cong, xAm nhip bat thudng.

2.2. Nang cao nhén thirc cho cdng chire, vién chuec vé cac nguy co an ninh
mang, tuyét dbi can trong véi cac email, tin nhin la, cac tép dinh kém va dudng

dan dang ngo.

Pé nghi cac Phong, Trung tim nghiém tuc, trién khai thuc hién c6 hiéu qua
cac ndi dung trén. Khi phét hién ddu hiéu mét an ninh mang, an toan thong tin (ma
doc, tn cong mang, xAm nhap) cac Phong, Trung tam thudc S¢ phai cach ly may
tinh ngay lap tirc va khin truong bao cao vé Van phong S¢ 1a dau mdi tlep nhan
{ng ctru sy ¢ cia So dé phdi hop v6i Phong An ninh mang va phong, chéng toi
pham str dung cong nghé cao, Cong an tinh kip thoi xu ly./.

Noi nhgn: TL GIAM POC
- Nhu trén; A A i

- Lanh dao S&;
- Lwu: VT, VP.
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