UBND TINH HA TINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO TU PHAP Péc 1ap - Tu do - Hanh phiic
S6: 879 /STP-VP Ha Tinh, ngay 21 thang 4 nam 2026

V/v tang cudong bao dam an toan
thong tin, phong chong ma doc

Kinh gui: Cac Phong, Trung tam thudc S&

Thuc hién Vian ban s6 1173/CAT-ANM ngay 02/04/2026 ciia Cong an tinh
Ha Tinh vé viéc thong bao 18 héng bao mat nghiém trong thang 3/2026; dé chu
dong phong ngua cac hoat dong tan cong mang, dam bao an toan thong tin cho hé
théng dir liéu, Giam doc S¢ Tu phap yéu cau Thu trudéng cac Phong, Trung tam
thudc S nghiém tic trién khai cac ndi dung sau:

1. Tuyét d6i khong nhin vao cac duong link la (binh chon cudc thi, tin
budn, 10 clip...) giri qua Zalo, Facebook hodc Messenger.

2. Thuc hién xé4c thuc 2 16p (2FA) cho tat ca tai khoan mang xa hoi va
email cong vy dé tranh bi chiém quyén diéu khién bang cong nghé Deepfake (gia
dang hinh anh, giong no6i).

3. Khong cai dat cac tmg dung gia mao (VNelID, Tong cuc Thué...) tir cac
duong link giri qua tin nhan hodc tép .APK. Chi cai dat tir kho ung dung chinh
théng (CH Play/App Store).

4. Canh giac voi cac tép tin co dudi la hodc tép 16i tat (LNK) gia danh tai
liéu PDF/Excel gui qua Email hodc USB.

5. Khong tu y bAm "Enable Macros" (Cho phép ndi dung hoat dong) khi
mo céc file Excel tir nguon la.

6. Ludn bat va duy tri hoat dong ctia phan mém diét virus Smart IR da dugc
cai dat va thudng xuyén quét hé théng.

(Cu thé cdc nguy co va canh bdo va gidi phép khéc phuc cu thé ¢é tai
Van ban s6 1173/CAT-ANM dinh kém Van ban nay)

Yéu cau Truong cac Phong, Trung tam thudc S& chi dao, t6 chirc thuc
hién kip thoi va c¢6 hiéu qua. Khi phat hién dau hiéu bi tin cong, yéu cau cac don
vi bdo cao ngay vé Vin phong So va lién hé Cong an tinh (qua Phong An ninh
mang va phong, chdng t6i pham sir dung coéng nghé cao, s6 dién thoai:
099.338.6777) dé duoc hd tro xir 1y./.

Noi nhén: TL. GIAM POC

- Nhu trén;
- Lanh dao So: . HANH VAN PHONG

- Luu: VT, VP.
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