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BO CONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TINH HA TINH Poc 14p - Tw do - Hanh phuc
SoAP/CAT-ANM Ha Tinh, ngay 0 thang 4 nim 2026

V/v thong béo 15 hdng bao mat
nghiém trong thang 3/2026

Kinh gui:
- Céac Ban bang, UBKT, Van phong Tinh uy;
- Cac Dang uy truc thuoc Tinh uy;
- Van phong BPoan DPBQH va HDND tinh;
- Véan phong UBND tinh;
- Cac s0, ban, nganh, doan thé cfip tinh;
- Céc doanh nghiép nha nudc trén dia ban tinh;
- Pang ty, UBND cép x4.

Thang 3/2026 trén khong gian mang xudt hién nhiéu chién dich tan cong
mang tinh vi va cac 16 hdng nghiém trong trén cac phin mém ung dung pho
bién. Dac biét hé thong _quan tri ma doc tap trung ghi nhan mot s6 loai méa doe
nguy hiém dang lay nhiém, anh huéng truc t1ep dén céc co quan, don vi trén dia
ban tinh. Cac loai virus, ma dgc nay cé the bi dbi tugng tan cong loi _dung dé
chiém quyén diédu khién hé théng, danh cap va mi héa dir liéu doi tién chudc
(ransomware). Cong an tinh thong bdo thong tin va huéng dan cac don vi giai
phap khic phuc nhu sau:

1. Céc nguy co tan cong mang va 16 hong bao mat nghiém trong

1.1. Canh béo chién dich lira dao chiém quyén tai khoan Zalo qua hinh
thuc “Binh chon cudc thi”

- Mtic d¢: Diac biét nghiém trong.

- Mo ta: Déy la phuong thuce tan cong lira dao dang xay ra dién rong trén
dia ban tinh Ha Tinh. Ké tin cong gui cac duong link gia mao cudc thi anh, binh
chon tai nang nhi... qua tin nhén Zalo. Khi nan nhan nhén vao link va ding nhép
dé “binh chon”, ké tdn cong s& chiém dugc ma OTP hoic phién dang nhap dé
klem sodt tai khoan. Sau d6 déi tugng mao danh chu tai khoan dé nhan tin muon
tién, lira ddo nguoi than trong danh ba hodc tiép tuc phat tan link ma doc dé mé
rong mang ludi nan nhan.

- Anh huéng: Tit ca nguoi ding tng dung Zalo trén nén tang Android,
10S va may tinh chua kich hoat bao mat hai 16p.

- Giai phap khic phuc: ) Tuyét ddi khong nhan vao cac dudng link la, dic
biét la cac yéu cau dang nhap lai tai khoan Zalo. @ Kich hoat xac thuc 02 16p. @
Thuong xuyén vao myc “Lich str ddng nhép” dé dang xuét khoi céc thiét bi la. @
Xéc thuc truc tiép: Néu nhan duoc tin nhn muon tién, phai goi dién thoai video
va céc hinh thic tuong tu khac dé xac nhan danh tinh truéc khi chuyen khoan.
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1.2. Canh béo tin céng chiém doat Facebook/Messenger bang Deepfake
va link “Tin budn/Lo clip”

- Mttc d6: Rat nghiém trong.

- M6 ta: Tuong tu nhu kich ban Zalo nhung ¢ cép d6 tinh vi hon. Ké tin
cong gui cac link gin tiéu dé gay séc (tin budn gia dinh, 16 clip nhay cam) de
danh cap thong tin dang nhép Facebook. Sau khi chiém quyén diéu khién, di
twong st dung cong nghé Al Deepfake de gia dang hinh anh va giong néi cua
chu tai khoan thuc hién céc cudc goi video ngan v6i ngudi than nham muc dich
vay tién. Céng nghé Deepfake khién nan nhan d2 tin tudng hon vi thdy ding
khu6n mét va nghe ding giong noi ctia nguroi than.

- Giai phap khac phuc: ) Thiét 1ap thém tinh ning xac thuc 02 yéu té
(2FA) bang ung dung tao ma (nhu Google Authenticator) thay vi chi dung SMS.
@) Thiét 14p danh sach “Lién hé tin cay” dé lay lai tai khoan khi bi su cé. @ Khi
nhan cudc goi video hoi mugn tién ma hinh anh chép chon, giong noi ngat
quang hodc yéu céu chuyén tién véo sé tai khoan la (khong tring tén) can ngit
may va lién lac qua kénh khac dé kiém tra.

1.3. Canh bao mi doc chiém quyén diéu khién dién thoai (Accessibility
Service) gia mao tng dung Chinh phu

- Mirc d6: Rét nghiém trong.

- M0 ta: Day la hinh thic Ira dao nguy hiém nhét, ddi trong dan du nguoi
dung qua Zalo/Facebook dé cai dat cac tép tin la (.APK) gia mao ung dung
VNelD, Tong cuc Thué hodc Cong dich vu cong. Sau khi cai dit, ma ddc sé Xin
quyén “Accessibility Service” (Ho tro tlep can). Néu ngudi dung dong v, ké tdn
cong sé& chiém toan bd quyén diéu khién dién thoai tir xa, tu dong doc ma OTP
ngéan hang, theo dai thao tac ban phim va &m tham chuyen tién khoi tai khoan
ngén hang clia nan nhin ma khoéng can tuong tac truc tiép.

- Giai phap khic phuc: (" Tuyét ddi khong cai dit ing dung qua duong
link gui tir nguoi la hodc cac t€p .APK roi. Chi cai dit tmg dung tir CH Play
hodc App Store. @ Kiém tra quyén (mg dung Vao Cai dat > Hb tro tiép can, tit
tat ca cac ing dung la dang sir dung quyeén nay. () Néu nghi ngo da cai nhim ma
doc: Ngay lap tic ngat két ndi Internet (Wifi/4G), khéi phuc cai dat gbc cua dién
thoai (Factory Reset) va thuc hi¢n d6i mat khdu ngan hang, Zalo, Facebook trén
mot thiét bi sach khac.

2. Cinh bdo nghiém trong thong qua hé théng quéan tri ma doc tip
trung EDR trén dia ban tinh

2.1. Canh bdo ma doc chiém quyén diéu khién qua tép 16i tit gia mao
(Trojan.WinLNK.Runner.ip)

- Muc dg: Nghiém trong.

- M6 ta: Dy 1a bién thé méi nhat cia dong Trojan.WinLNK.Runner,
chuyén lam dung céc tép 10i tat (.LNK) dé danh lira nguoi ding. Ma doc thuong
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nguy trang dudi dang céc tai liéu PDF, thu muc anh hodc tép nén gui qua
Email/USB. Khi nguoi ding nhén vao, thay vi m¢ tai liéu, no s€ thuc thi cac
lénh an (PowerShell hoic CMD) dé két ndi véi may chu diéu khién (C&C), tur
do tai xudng céc loai md doc nguy hiém khéac nhu backdoor hodc ma doc danh
cap thong tin tai chinh. Ky thuét nay giup tin tac dé dang vuot qua cac hang rao
phong thu cua phan mém diét virus truyén thong Ma doc nay hién dang lay
nhiém manh tai don vi Trung tdm Vin hoa Truyén thong Puc Tho (ghi nhén gan
2.300 canh béo lay nhiém) dé nghi don vi Trung tdm Van hoa Truyén thong Pic
Tho xtr 1y, khéc phuc va bdo cédo vé Cong an tinh trude ngay 05/4/2026.

- Giai phap khic phuc: Bat tinh nang hién thi dudi tép tin (File name
extensmns) trong File Explorer dé nhan dién cac tép c6 dudi la JInk. Canh giac
v6i cdc tép tin nhén tir nguon la qua Email/USB. Quan trji vién can cdu hinh
chinh sach (GPO) dé han ché hoic giam sat viéc thuc thi PowerShell/CMD tu
céc tién trinh khong x4c dinh va luén bat phdn mém diét virus Smart IR.

2.2. Canh bdo ma ddc lay nhiém qua file Excel (Virus.MSExcel.Laroux-based)
- Muc d§: Nghiém trong.

- M6 ta: Day la loai macro-virus lay lan qua cac file Microsoft Excel, dac
bié_‘:t phat tan manh qua tng dung Zalo. Khi nguoi dung ma file va bat tinh nang
“cho phép Macros” (Enable Macros) virus sé& lay nhiém vao hé théng, c6 kha
nang danh cép théng tin nhay cam va la tién dé cho cac cudc tdn cong ma hoa
tong tién (ransomware)'. Trong d6 Uy ban nhan dan x& Pan Hai ghi nhén dén
gan 18.000 canh bao lién quan dén loai ma doc nay, dé nghi don vi Uy ban nhan
din x3 Pan Hai xir ly, khic phuc va bio céo vé Céng an tinh truc ngay
05/4/2026.

- Giai phap khic phuc: ) Di véi quan tri vién hé théng can cdu hinh
Group Policy dé vo hiéu hoa hodc canh bdo nghiém ngat viéc thyc thi macro
trong céc van ban Office. @ Péi v6i ngudi ding tuyét ddi khong bam “cho phép
ndi dung hoat dong” (Enable Content) hodc “cho phép Macros” (Enable
Macros) ddi véi cac tép tin nhan duoc tir ngudn khéng tin cdy va ludn bat phan
mém diét virus Smart IR.

23. Canh béo mid doc lay nhiém qua file AutoCAD
(Virus.Acad.Bursted.a, Trojan.Acad.Agent.a)

- Mtrc dg: Nghiém trong.

- M6 ta: Day 1a loai virus lay nhiém vao moi truong lam viéc cua phin
mém AutoCAD. Khi ngudi dung mo mot tép ban veé bat ky, mé doc s€ dugc kich
hoat va c6 kha nang danh cép, pha hoai cac ban vé thiét ké, dir liéu quy hoach,
du dn quan trong®. Trong d6 tai S& Xay dung ghi nhan di bi lay nhiém ma doc

! Ghi nhan lay nhiém tai: S& Cong thuong; So'Y té|Trung tdm y té Cim Xuyén; X4 CAm Hung|Truong T1eu hoc
Cam Hung; Phudng Thanh Sen|Tram y t¢ Nam Ha; Phudng Thanh Sen; Phuong Thanh Sen|Truong Mam non
Thach Hung; Xa Thach Xuén|Tram y té Thach Xuan; Xa Thach Ha|Tram y té Thi Tran; S¢ Y té|Bénh vién Stc
khoe Tam than; Xa Thach Ha|Truéng Mam Non Thach Long; X4 Pan Hai.

2 Ghi nhan lay nltidim tai: S¢ Xay dung; Xa Toan Luu; X3 Ky Xuén.
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nay trong mot thoi gian dai nhung chua duge xu ly, dé nghi S¢ Xay dung xur ly,
khic phuc va bao cao vé Cong an tinh trude ngay 05/4/2026.

- Giai phap khic phuc: ) Dbi v6i quan tri vién hé thdng cin ra soét céc
mady tinh c6 cai dat AutoCAD. Str dung phan mém diét virus dé lam sach. Kiém
tra va xo0a cac tép tin doc hai (nhu acad.lsp, acaddoc.lsp) trong thu muc cai dat
va thu muc nguoi dﬁng ctia AutoCAD. @ Déi v6i ngudi diing khdng mé céc file
ban vé khong rd ngudn gdc, bao cdo ngay cho bo phan coéng nghé thong tin khi
phan mém AutoCAD c6 cac biéu hién bét thuong va luén bt phan mém diét
virus Smart IR.

2.3. Canh biao mi doc gidn diép danh cip thong tin ca nhén
HEUR:Trojan.Win32.Fsysna.gen

- Mtrc d6: Nghiém trong.

- M6 ta: Bay la dong ma ddc gian diép (Trojan Spy) chuyen nghlep Thay
vi pha hoai hé théng ngay lap tirc, né 4m tham thuc hién cac hanh vi: theo doi
thao tac ban phim (keylogging) dé ldy mat khau, trich xuét dir liéu tir cc trinh
duyét (Cookie, mat khau luu sin, thé tin dung) va chup anh man hinh cta nan
nhan, né lién tuc bién dbi ma ngudn dé tranh bi nhan dién boi cac mau c6 san,
chi c6 thé bi phat hién qua phan tich hanh vi. Dir liéu bi danh cap thuong dugc
dung dé chiém doat tai khoan ngén hang hodc tong tién nan nhan’. Trong dé tai
Uy ban nhéan dén x3 Ky Xuan ghi nhan dén gan 1.800 canh béo lién quan dén
loai ma ddc nay, dé nghi Uy ban nhén dan xa Ky Xuén xir 1y, khic phuc va bdo
cdo vé Cong an tinh trude ngay 05/4/2026.

- Giai phép khic phuec: () Ngay lap tic quét toan bd hé théng bang phan
mém diét virus ban quyén (nhu Kaspersky, Microsoft Defender ban cép nhat
m&i nhat, Smart IR). @ D6i toan bd mat khau céc tai khoan quan trong tir mot
thiét bi sach khac va kich hoat xac thuc 2 16p (MFA). @ Khéng luu mt khéau
truc ti€p trén trinh duyét, nén sir dung céac trinh quan ly mat khau chuyén dung
(nhu Bitwarden, LastPass).

2.4. Phat hién mét sb file .exe tai cac don vi ghi nhan hanh vi nguy hiém
c6 thé dan dén tan cong ma hda dir liéu trong tuong lai

- Mrc d§: Nghiém trong.

- Mo ta: Mot sb tép tin thuc thi (.exe) tai cdc don vi ¢6 hanh vionguy hiém,
tiém an rui ro cao doi voi hé thong thong tin. Cac tép tin nay co thé duge phat
tan thong qua Email, img dung nhén tin (Zalo, Telegram,...), thiet bi luu tri
USB hoac tai vé tu Internet.

Khi nguoi dung vo tinh thue thi (chay) cac file .exe, ma doc co6 thé dugc
kich hoat, cho phép ké tan cong xam nhap hé thong, tai thém ma ddc khac, duy

3 Ghi nhan lay nhiém tai: X4 Thién Cim; X4 Ky Xuén.
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tri quy€n kiém soét va dic biét 1a tién de cho céc cudc tan cong ma héa dir licu
tong tién (ransomware) trong tuong lai’.

- Giai phap khic phuc: V) Déi v6i quan tri vién hé thong cén ra soét, kiém
tra va loai bo ngay céc file .exe khong rd nguén géc trén may tram va mdy chu.
Céu hinh Group Policy hodc céc giai phap Endpoint Security dé han ché hodic
chan viéc thuc thi file .exe tir cdc thu muc Kkhoéng an toan (Downloads, Temp,
USB,...). Trlen khai va cap nhat day du phan mém diét virus Smart IR cho hé
théng. @ Péi véi ngudi ding can tuyét ddi khéng m¢ hodc chay cic file .exe
nhan duoc tir email, ing dung nhén tin hoc ngudn khong ré rang. Khong tai va
cal dat phan mém, cdng cy, file crack hodc keygen tir Internet. Luén bat phan
mém diét virus Smart IR, kip thoi bdo cdo bo phan cong nghé thong tin khi phat
hién canh bdo bét thudng.

Khi phat hién dau hiéu tan cong mang dé nghj cac don vi, dia phuong lién
h¢ Cong an tinh (qua Phong An ninh mang va phong, chong t01 pham sur dung
cdng nghé cao, s6 dién thoai: 099.338.6777) dé duogc phdi hop, hd tro xir ly.

Cdng an tinh thong béo cdc don vi, dia phuong biét, dé nghi khan truong
ra soat, xir ly cac virus, ma doc va céc 16 hong bao mat trén hé thong./. P

Noi nhan:

- Nhu trén;

- B/ Giam dbc (dé bao cao);
- Luu: VT, ANM.

* Ghi nhan lay nhiém tai: S Gido duc va Pao tao|Trung tim GDTX Cim Xuyén; S& Gido duc va Pao
tao|Truong Cao ding y té Ha Tinh; So Nong nghiép va Méi truong|Vin phong ding ky dét dai; So Y téBénh
vién Sirc khée Tam than X& Gia Hanh.
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