UBND TINH HA TINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO TU PHAP Péc 1ap - Tu do - Hanh phiic
S4: 1446 /STP-VP Ha Tinh, ngay 10 thing6 nam 2026

V/v dam l?éo an ninh mang,
h¢ thong thong tin

Kinh gui: Cac Phong, Trung tam thudc S&

Thuc hién Vin ban s6 113/CAT-ANM ngay 29/5/2026 ctia Cong an tinh
vé viéc dam bao an ninh mang hé thong thong tin trén dia ban tinh (kém theo
Vin ban nay), Giam doc So Tu phéap yéu cau Truong cic Phong, Trung tdm
thudc S¢ trién khai thyc hién nghiém tac, ddy du cac ndi dung sau:

1. Chi dao cong chtrc, vién churc, ngudi lao dong thudc don vi td chuc ra
soat va boc gd ma doc Mustang Panda tai 100% may tinh dugc giao quan 1y, su
dung, cu thé:

- Sur dung file cai dit “MustangKiller.exe” giii kém theo hudng dan chi
tiét tai Phu luc I cuia Vin ban nay.

- Hoan thanh trudc ngay 15/6/2026 va tong hop két qua gtri Van phong
S6 tong hop, bao cdo Cong an tinh theo yéu cau (cé Phu luc II kém theo Vin
ban nay).

2. T6 chirc quan triét nghiém tic dén toan thé cong chirc, vién chirc, nguoi
lao dong cac nd1 dung sau:

- Nghiém chinh thyc hién cac quy dinh cua phap luat vé bao vé bi mat nha
nudc (BMNN), dac biét khong luu trit, truyén gt tai lidu mat qua email ca
nhan, mang xa hoi, ung dung nhén tin chua duoc phé duyét.

- Tuan tht cac quy dinh vé quan 1y, sit dung may tinh, thiét bi luu trit
ngoai (USB, 6 ctng di dong, thé nhd): khong cim thiét bi luu trir ngoai
khong rd ngudn gdc vao may tinh cia co quan; khong ty ¥ cai dat phan mém
khong duoc phép.

- Khong mé céc tép dinh kém hodc nhap vao duong dan (link) tir email la,
khong rd ngudn goc; canh gidc voi cac email gid mao co quan nha nudc.

- Pinh ky cdp nhat phan mém diét virus va cdc phan mém tng dung theo
khuyén nghi cua nha san xuat.
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- Céc may tinh xur ly thong tin, dir liéu quan trong, nhay cam phai dugc
thiét 1ap mat khau ding nhap manh (t6i thiéu 8 ky tu, két hop chir hoa, chir
thuong, s va ky tu dic biét) va thay d6i mat khau dinh ky theo quy dinh.

Pé nghi Truong cac Phong, Trung tam thude S& chi dao, to chuc thyc hién
kip thoi va c6 hiéu qua. Qua trinh trién khai thuc hién néu c6 khé khan, vudng
mac dé nghi cac don vi bdo cdo vé Vin phong S¢ hodc lién hé Phong An ninh
mang va Phong chong t6i pham str dung Cong nghé cao-Cong an tinh (SPT:
099.338.6777) dé duoc hd trg./.

- Nhu trén;
- Lanh dao So;
- Luu: VT, VP.

Noi nhgn: TL GIAM DOC

Fan Thi Kiéu Oanh
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Phu luc I
Huwéng dan sir dung file cai dat “MustangKiller.exe”
(Kem theo Van ban so /STP-VP ngay  /6/2026 cua So Tw phap)

Budéc 1. Nhay chudt vao file MustangKiller.exe

MustangKiller 26/05/2026 16:42 Application 2304 KB
Budc 2. Nhay chon Yes => chon Run
Setup - MustangKiller version 26.05.2026 — >
Ready to Run 4
MustangKiller is now ready to begin running en your computer,
Click Run to continue,
Run Cancel
Buée 3. Bdo cdo két qua tinh trang may
B Administrator: C\windows\system32\cmd.exe - [m] X

[START]

FilePath MD5 TimeCreated

== RESULTS === Internet: ONLINE Run: #3

[END]
Press any key to continue . . .




4

Phu luc IT
BANG THONG KE KET QUA RA SOAT, BOC GO MA PQC MUSTANG PANDA

(Kém theo Vin ban sé /STP-VP ngay  /6/2026 cua So Tu phap)
Pon VIDAO CAO: ... et e
Nguwoi thwe hién: ..., Pién thoai: .............cccooviiiiii,
ST | B eensorninn ting. | dugesan | 43wt | dbe (Carchongy | K& 4w X
1
2
3
4
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TONG CONG
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