UBND TINH HA TINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO TU PHAP Péoc 1ap - Tu do - Hanh phiic
S6:2087 /STP-VP Ha Tinh, ngay11 thang 8 nam 2026

V/v thong béo 16 hong bao mat
nghiém trong thang 7/2026

Kinh gtri: Cac Phong, Trung tdm thudc S&

Thuc hién Cong van sé 3341/CAT-ANM ngay 06/8/2026 cua Cong an tinh
Ha Tinh vé viéc thong bao 16 hong bao mat nghiém trong thang 7/2026, theo d6
trén khong gian mang xuét hién nhiéu chién dich tan cong mang tinh vi va cac 16
hong nghiém trong trén cac phan mém, ing dung pho bién, tiém an nguy co bi
chiém quyén diéu khién hé théng, danh cip va ma hoa dit lidu doi tién chudc
(ransomware); dé chu dong phong ngura, bao dam an toan thong tin trong hoat
dong cua S&, S Tu phap yéu cau Truong cic phong, Trung tdm thudc S& khan
truong thyc hién cac ndi dung sau:

1. Quan triét, phd bién dén toan thé cong chc, vién chire, ngudi lao dong thude
don vi minh quan 1y cac nguy co tan cong mang va 16 hong bao mat nghiém trong dé
duoc Cong an tinh canh béo, cing bién phap phong ngira tuong Gng, cu thé:

1.1. Lot lop bi mat noi bo khi dung cdc cong cu Al tao sinh cong cong
(ChatGPT, Claude, Copilot, DeepSeek...)

Mirc do: Nghiém trong

Mo ta: Khi cong chire, vién chitc nhap truc tiép tai lidu chua cong bd, hop
dong, bao cao, ma nguodn hoidc thong tin ca nhan cia cong dan vao cac tng dung
Al cong cong dé nho tom tit, chinh stra, soan thao, toan bod dit lidu c6 thé bi luu
trén may chtl ctia don vi cung cap dich vu, sau d6 c6 thé bi dung dé huan luyén Al
hodc vo tinh 1o i ra ngoai khi hé théng Al gip sy ¢d bao mat.

Bién phap: Tuyét d6i khong nhap thong tin bi mat nha nude, dir lidu ca nhan
cua cong dan, ma ngudn, thong tin nd1 bo chua cong khai vao cac cong cu Al cong
cong trén Internet.

1.2. Website/tién ich mo rong (extension) gia mao Al (ChatGPT, DeepSeek,
Claude...) dé phat tan ma doc

Mirc do: Nghiém trong

Mo ta: Tin tic loi dung trao luu st dung cong cu Al dé tao ra trang web,
ph?m mém hodc tién ich trinh duyét gid mao dudi cac tén goi quen thudc. Khi
nguoi dung tai veé, cai dat, phﬁn mém s& bi mat chay kich ban doc hai nham chiém
quyén diéu khién may tinh, 1ay cap mat khau luu trén trinh duyét, thong tin thé tin
dung va tai khoan ngan hang.

Bién phéap: Chi cai dit img dung, tién ich tir ngudn chinh thirc (Chrome Web
Store, Microsoft Store); tuyét d6i khong tai phan mém tir link chia sé trén mang x4
hoi hoac tép dinh kém email.
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1.3. L6 hong “backdoor” trong céng cu Claude Code (phién bdan 2.1.91 -
2.1.196)

Mtrc d9: Nghiém trong

Mo ta: Co quan Co s& dir liéu 16 hong qubc gia (NVDB) di phat hién 16
héng dang “cira sau” (backdoor) trong cic phién ban 2.1.91 dén 2.1.196 cua cong
cu hd tro 1ap trinh Claude Code, cho phép cong cu tu dong truyén thong tin nhay
cam cta nguoi dung (vi tri dia 1y, ma dinh danh c4 nhén...) vé médy chi tir xa ma
khéng c6 su dong ¥ hay thong bao cho ngudi sir dung.

Bién phap: BO'I} vi nao c6 cong chuc, vién chuc st dung cc}ng cu hd tro 1ap
trinh Claude Code can ra soat ngay phién ban dang cai dét; néu thudc khoang
2.1.91-2.1.196 phai g& bo hodc cap nhat Ién phién ban méi nhat ngay.

1.4. Virus da hinh Virus.Win32.Virut.ce/Virus.Win64.Moiva.a (Idy nhiém
toan bo tép .exe, .scr, mo backdoor)

Muc d6: Dac bi¢t nghi€ém trong

Mo ta: La dong virus loai “File Infector” nguy hiém, tu dong chen ma doc
vao moi tép thuc thi trén may (ké ca tép 16i hé diéu hanh), c6 tinh “da hinh” (tu
thay d6i cdu tric ma sau mdi lan 14y nhiém) khién phan mém diét virus kho nhan
dién; mo “cira sau” két ndi may chu diéu khién (C&C) dé tin tic chiém quyén kiém
soat, danh cap thong tin, bién may thanh coéng cu tin cong khac (Botnet); lay lan
rit nhanh qua USB, b cung di dong, thu muc chia s¢ mang noi ba.

Bién phap: Khi nghi nhiém phai ngat két n6i Internet, rut thiét bi luu trir
ngoai; khong ty diét virus bang phan mém thong thuong; sao luu dir liéu tai lidu
(docx, pdf, xIsx - khong sao luu file .exe), sau d6 cai lai hé diéu hanh; lién hé dau
méi cai Smart IR dé duoc cip lai Key.

1.5. Macro-virus qua file Excel (Virus. MSExcel.Laroux), ldy lan qua Zalo
Murc do: Nghiém trong

Mo ta: La loai macro-virus lay lan qua file Excel, phat tin manh qua tng
dung Zalo. Khi nguoi dung mé file va bam “cho phép Macros” (Enable Macros),
virus sé lay nhiém vao hé théng, c6 kha ning danh cap thong tin nhay cam va la
tién dé cho céac cudc tan cong ma hoa dir liéu doi tién chudc (ransomware).

Bién phap: Tuyét d6i khong bam “cho phép Macros/Enable Content” véi file
nhén tir nguon khong tin cay; luén bat phan mém diét virus Smart IR.

1.6. Virus ldy nhiém qua phan mém AutoCAD

Mtrc d§: Nghiém trong

Mo ta: Virus 1dy nhiém vao moéi truong lam viéc ctia phan mém AutoCAD;
khi nguoi dung mé mdt t€p ban veé bat ky, ma doc s€ dugc kich hoat va c6 kha
nang danh cap, phé hoai cac ban ve thiét ke, dir liéu quy hoach, dy 4n quan trong.

Bién phap: Khong rd ngudn goc, bao cdo ngay cho bd phan cong nghé thong
tin khi phan mém AutoCAD c6 céac bi€u hi¢n bat thuong va luén bat phan mém
diét virus Smart IR.
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1.7. Ma djc trung gian Trojan-Dropper.VBS.Agent.bp (in trong file
.zip/.rar, kich ban .vbs/.js qua email)

Mtrc d9: Nghiém trong

Mo ta: Ma doc khong truc tiép gdy hai ma dong vai tro cong cu trung gian,
am tham tai va cai dat cac ma doc nguy hiém khac vao hé théng (phan mém theo
doi ban phim, danh cap thong tin c4 nhan hodac ma hoa dur li€u doi tién chudc);
thudng an trong tép tai lidu, tép kich ban hodc tép nén (.zip, .rar) giri qua email, tin
nhin tir ngudn khong xéac dinh.

Bién phap: Khong mo¢ t€p dinh kem dudi la hodc nén tir nguoi gui khong ro
danh tinh; kiém tra k¥ tén, dinh dang tép trudc khi mo.

1.8. File .exe khong ré nguon goc phat tan qua email, Zalo, Telegram, USB
Murc do: Nghiém trong

M6 ta: Mot s6 tép thuc thi (.exe) tai cac don vi da ghi nhan c¢6 hanh vi nguy
hiém, tiém an rui ro cao véi hé thong thong tin; khi b1 vo tinh thuc thi, ma doc co
thé dugc kich hoat, cho phép ke tan cong xam nhap hé thong, tai thém ma doc
khac, duy tri quyén kiém soat va 1a tién dé cho cac cudc tin cong ma hoa dir liéu
téng tién (ransomware) trong tuong lai.

_ Bién phap: Khong chay file .exe nhén tur ngudn khong rd rang; khong tai
phan mém crack, keygen; luon bat Smart IR.

2. Bao dam 100% may tinh cong vu dugc cai dat, bat thuong xuyén phan
mém diét virus Smart IR; cac don vi sy nghi€p thudc So chua cai dét hodc can cap
lai Key, lién hé dau méi VNPT (Pong chi Pang Qudc Sinh, sé dién thoai
0975357960) dé duge hd tro.

Pé nghi Thu trudng cac Phong, Trung tim thudc So chi dao, to chirc thuc
hién kip thoi va c¢6 hiéu qua. Khi phat hién ddu hiéu bat thudng, ma doc hodc bi tin
cong, kip thoi bao cao Vin phong S dé phdi hop xur 1y; trudng hop can thiét lién
hé Phong An ninh mang va Phong chdng t6i pham sir dung Coéng nghé cao - Cong
an tinh (SPT: 099.338.6777) dé dugce hd tro./.

Noi nhdn: KT. GIAM POC
- Nhu trén; ; P <

- Lanh dao So: PHO GIAM bOC
- Luu: VT, VP.

Pinh Vin Hong
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