UBND TINH HA TINH CONG HOA XA HQI CHU NGHIA VIET NAM

SO TU PHAP Poc lap - Tw do - Hanh phic
S4: 2377 ISTP-VP Ha Tinh, ngayog thang 9 nam 2026

VIV thong bao 16 hong bao mat
nghiém trong thang 8/2026

Kinh gui: Cac Phong, Trung tam thudc So

Ngay 03/9/2026, Cong an tinh c6 Vin ban s 3749/CAT-ANM vé 16 hong
bao mat nghiém trong thang 8/2026, canh bao vé cac thi doan lira ddo trén khong
gian mang va mdt s6 md doc nguy hiém (Virus.Win32.Virut.ce,
Virus.Win64.Moiva.a, Trojan.WinLNK.Runner, Virus.Win32. Renamer.j) dang lay
nhiém qua tép tin thuc thi va thiét bi luu trir USB, co6 nguy co chiém quyén diéu
khién hé théng, danh cip, mi hoa dit lidu doi tién chudc (ransomware).

Pé chu dong phong ngtra, ngan chén nguy co mat an toan thong tin, bdo vé
dir liéu va hé thong mang cua S&, Giam doc So yéu cau cac Phong, Trung tam
thudc So trién khai thue hién cac ndi dung sau:

1. Phé bién, quan tri¢t dén toan thé cong chure, vién chue, nguoi lao dong
thudc don vi nang cao canh giac trudce thu doan gid danh co quan chirc nang (Cénh
sat giao thong, co quan dang kiém...) gori tin nhan, goi dién thong bao “phat ngudi”
kém duong link la nhu: .top, .vip, .cc hodc file .apk dé chiém doat tai san; tuyét doi
khong truy cap duong link la, khong cai dat tng dung ngoai kho ung dung chinh
thé,ng, khong cung cap md OTP, thong tin tai khoan ngan hang qua dién thoai, tin
nhan.

2. Ra soat viéc dang tai, chia sé thong tin, dir li€u ca nhan (ho tén, s6 CCCD,
ngay sinh, s6 dién thoai, dia chi...) ciia cong chirc, vién chiic, nguoi lao dong va
cong dan, t6 chirc co lién quan trén cac nhom, dién dan mang xa hoi; khong dang
tai cong khai danh sach, ho so, két qua c6 chira thong tin dinh danh ca nhan khi
chua duoc che mo hodc an céac trudng thong tin nhay cam.

3. Ra soat toan by may tinh, may tram dang st dung; kip thoi phat hién cac
dau hi€éu nhiém ma doc (may chay cham bat thuong, ing dung .exe 101, khong mo
dugc...).

4. Truong hop phat hién dau hiéu nhiém ma doc, 1ap tic ngat két néi Internet,
rt toan bo thiét bi luu trix ngoai (USB, 6 cung di dong) dang két ndi véi may;
khéng tu ¥ diét virus bang phan mém chay truc tiép trén hé diéu hanh dang nhiém;
str dung dia ctru ho (Rescue Disk) quét tir moi truong ngoai hé diéu hanh; sao luu
cac tép tai licu (.docx, .xlIsx, .pdf...), tuyét ddi khong sao luu tép .exe, trude khi
dinh dang lai 6 ctig va cai dat lai hé diéu hanh.

5. Tuyét d6i khong mé cac tép shortcut (.Ink) la, khong chay cac tép cai dat
(.exe) khong rd ngudn goc trén thiét bi luu trir ngoai; quét virus USB trudc khi sur
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dung; v6 hi€u hoa tinh néng ty dong chay (AutoRun/AutoPlay) trén toan by may
tinh; chi tai phan mém, bd cai dat, chit ky s tir trang chinh thong.

6. Duy tri thudng xuyén phan mém phong, chong ma doc Smart IR trén toan
bd may tinh thuéc Phong, Trung tim quan ly; trudng hop can hd tro cai dat, cip lai
Key cac don vi su nghiép thudc So lién hé ddu mdi VNPT (Pong chi Ping Quéc
Sinh, s dién thoai 0975357960).

(Cu thé cdc nguy co tan cong, canh bdo va gidi phdp khdc phuc c6 tai
Van ban so 3749/CAT-ANM duroc guei kem theo Van ban nay)

pé nghi cac Phong, Trung tam thudc S& td chirc thuc hién kip thoi va cé
hi¢u qua. Khi phat hi¢n d4u hiéu tan cong mang, su cd mat an toan thong tin, kip
thoi bao cdo Vian phong S¢ dé phdi hop xu 1y; truong hop can thiét 1ién hé Phong
An ninh mang va Phong chéng t6i pham sir dung Cong nghé cao - Cong an tinh
(SPT: 099.338.6777) dé duoc hd tro./.

Noi nhgn: TL. GIAM POC
- Nhu trén; 0 CHANH VAN PHONG
- Lanh dao So;

- Luu: VT, VP.

Thiéu Thi Chién
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