UBND TINH HA TINH CONG HOA XA HOQI CHU NGHIA VIET NAM

SO TU PHAP Péoc 1ap - Tu do - Hanh phiic
S4: 1795 ISTP-VP Ha Tinh, ngay 13 thang7 nam 2026

VIV thong béo 16 hong bao mat
nghiém trong

Kinh gtri: Cac Phong, Trung tdm thudc S¢&

Ngay 29/6/2026, Cong an tinh Ha Tinh c6 Vin ban s6 2662/CAT-ANM vé
viéc thong bao 16 hong bao mat nghiém trong thang 6/2026, trong d6 da canh bao
vé nhleu chién dich tin cong mang tinh vi, 16 hong bao mat nghiém trong trén cac
phan mém tng dung phd bién va mot sb loai ma doc nguy hiém dang lay nhiém, c6
nguy co anh huong truc tiép dén cic co quan, don vi trén dia ban tinh. Cac loai
virus, mi doc ndy co thé bi ddi twong tin cong loi dung dé chiém quyén diéu khién
hé thdng, danh cap va ma hoa dir liéu doi tién chudc (ransomware). Nham bao dam
an toan, an ninh thong tin ctia S, chii dong phong ngira, ngan chin nguy co bi tan
cong mang, mat, 16 lot dit liéu, Giam d6c SO yéu cau Thu trudng Phong, Trung tm
thudc So td chire thuc hién cac ndi dung sau:

1. V@ ra soat, xir Iy cac nguy co, 16 hong bao mat

1.1. Ra soat toan bd may tinh, thiét bi dang st dung tai don vi; quan triét

cong chue, vién chie, nguoi lao dong khong su dung phan mém hé diéu hanh

Windows, Office khong co ban quyén (crack, key 1au, activator) duoi bat ky hinh
thire ndo; Khan truong dé xuat, trang bi phan mém c6 ban quyén hop phép.

1.2. B6i v6i cac thiét bi (may tinh, 6 cing, dién thoai) dd hong, khong con
stt dung, c6 nhu cau thanh 1y: khong tu ¥ xo6a dit liéu theo cach thong thuong
(Delete/Format); thyc hién ghi dé dir li¢u (Zero Fill) hodc tiéu huy vat ly chip nhd,
phién dia doi véi thiét bi chtra thong tin nhay cam trude khi thanh ly, tuyét d6i
khong rao ban, chuyén giao cho cac co so thu mua khong ré nguén gdc.

1.3. Khong cai dit tmg dung tir ngudn khong rd rang (file .APK ngoai kho
tmg dung chinh thong Google Play/App Store); khong sir dung dién thoai di bi can
thiép phan ctimg (Root/Jailbreak) hodc mua dién thoai cii khéng rd ngudn goc; than
trong khi cung cdp hinh anh, video khudn mit trén cac tmg dung khong uy tin dé
tranh bi loi dung tao “Camera ao”, chén hinh anh, video Deepfake vao quy trinh
xac thyue sinh tric hoc, phuc vu hanh vi Itra dao chiém doat tai san.

2. Vé phong, chong ma doc qua hé thong quan tri ma doc tip trung
(EDR)

2.1. Tuyét di khong thyc thi (chay) cac file .exe nhan duoc qua email, ing
dung nhan tin (Zalo, Telegram...), thiét bi luu trit USB hodc tai vé tir Internet khi
chua xac dinh 6 nguén goc, d an toan; khong mo file ban v& AutoCAD khoéng 1o
ngudn gbc; khong badm “Cho phép nodi dung hoat dong” (Enable Content) hodc
“Cho phép Macro” (Enable Macros) dbi véi file Excel, Word nhan tir ngudn khong
tin cdy dé phong ngira ma doc lay nhiém tép tin da hinh (Virus.Win32.Virut.ce,
Virus.Win64.Moiva.a) va ma doc 1ay nhiém qua Excel (Virus.MSExcel.Laroux).
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2.2. Duy tri bat thudng xuyén, cip nhat ddy du phan mém diét virus Smart
IR trén toan b may tinh thudc don vi; khi phat hién ddu hiéu bat thuong (may
chay cham bat thuong, Gmg dung .exe bi 16i khong md dugc.. .) phat lép turc ngat
két néi mang Internet, rat toan bo thiét bi luu trit ngoai (USB, 6 clmg roi) va bao
ngay cho bd phén cong nghé¢ thong tin cua So; khong tu y dung phan mém diét
virus thong thuong chay truc tlep trén may dé xu ly, tranh lam ma doc 1ay lan
nhanh hon hoic phan mém diét virus bi vo hiéu hoa.

72.3. Tlep tuc thuc hién nghiém ché d6 sao lwu dir lidu theo ngu}{én tac 3-2-1
da trién khai tai So; chiqsao luu file tai li€u (docx, pdf, xIsx), tuyét déi khong sao
luu file thuce thi (.exe) dé tranh phat tan ma doc qua ban sao luu.

(Cu thé cdc nguy co, canh bdo va giai phap khdc phuc ¢6 tai
Van ban s6 2662/CAT-ANM dinh kem Van ban nay)

bé nghi Truéng cac Phong, Trung tam thudc S& chi dao, t6 chtrc thuc hién
kip thoi va c6 hiéu qua. Khi phat hién du hiéu bat thudng, ma doc hodc bi tin
cong, kip thoi bao cao Vin phong S& dé phdi hop xir 1y; trudng hop can thiét lién
hé Phong An ninh mang va Phong chdng t6i pham sir dung Coéng nghé cao - Cong
an tinh (SDT: 099.338.6777) dé dugc hd trg./.

Noi nhan: TL. GIAM POC

- Nhu trén; ” 0. CHAN H VAN PHONG
- Lanh dao So;

- Luu: VT, VP.

Thiéu Thj Chién
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